Bureau of the Fiscal Service Printable Job Aid — Uninstall the Development Treasury Root Certificate (XP)

& Check for Development Treasury Root Certificate (XP) Installation

To check if the Development Treasury Root Certificate is installed on your computer, complete
the following steps:

@Application Tip

Having the Development Treasury Root Certificate installed on your
computer is a potential security risk because this certificate will
automatically validate websites and applications that contain
Development Treasury digital signatures, including those that may not be
approved by the Treasury. To ensure the highest level of security on your
workstation, please check if the Development Treasury Root Certificate is
installed on your computer.

1. From the taskbar, click Start and then click Run.

Programs

Documenks

Settings

Search

Help and Support

Windows XP Professional

:s start e m -

2. The Run dialog box appears. In the Open text box, type mmc on the keyboard and click
OK.

_ Type the name of a program, folder, document, or
= Internet resource, and Windows will open it for you.

Cpen: I! e J |

I oK I[ Cancel H Browse. .. ]
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3. The Console 1 window appears. Click File and then click Add/Remove Snap-in...

4. The Add/Remove Snap-in dialog box appears. Confirm the Console Root folder
appears in the Snap-ins added to drop-down field and click Add.

=

Add/Remove Snap-in

Standalone | Extensionz

Use this page to add or remove a standalone Snap-n from the console.

Snap-ins added to: bt | l

Description

[ ok ][ cancel

@Application Tip

If the Console Root folder does not initially appear in the Snap-ins added
to drop-down field, click the drop-down field, click Console Root, and
then click Add.
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5. The Add Standalone Snap-in dialog box appears. Click Certificates and then click Add.

=

Add Standalone Snap-in

Awvailable Standalone Snap-ns:

Snap-n Vendor e
f_& MET Framework 2.0 Corfiguration Microgeft Carporation
o iyeX Captrol Microgeft Carporation
Microgoft Carporation
¢ Component Services Microsoft Corporation _
QCDmputer Management Microsoft Corporation
Device Manager Microsoft Carporation
m Disk Defragmerter Microsoft Corp, Executi...
% Disk Management Microsoft and VERITAS. ..
Evert Viewer Microsoft Corporation
[;-I Folder Microgoft Carporation b

Description
The Certificates snap4n allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

6. The Certificates snap-in dialog box appears. Click the Computer account radio button
and then click Next.

—
Certificates snap-in

This snap4n will always manage certificates for:

(3 My user account

() Service account

®Application Tip

If the Certificates snap-in dialog box does not appear, are not logged in
using Windows administrator credentials. To have the Certificates snap-
in dialog box appear, locate your Windows administrator credentials or
contact your Windows administrator and complete steps 1 - 6.
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7. The Select Computer dialog box appears. Click the Local computer: (the computer
this console is running on) radio button and then click Finish.

-
Select Computer

Select the computer you want this snap-in to manage

This snap-in will always manage:

) Another computer:

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

[ < Back I Finish l[ Cancel

8. Click Close to exit the Add Standalone Snap-in dialog box.

Add Standalone Snap-in

Available standalone snap-ins:

Snap-in Wenidor Lo
d_-f; MET Framework 1.1 Configuration  Microsoft Corporation
:‘_']Actwex Contral Microsoft Corporation
EP Certificates Microsoft Corporation

Component Services Microsoft Corporation
.El Computer Management Microsoft Corporation
ﬂoeﬁce Manager Microsoft Corporation

B’-Disk Defragmenter Microsoft Corp, Execut..,
-_gDisk Managerment Microsoft and YERITAS. .,
|EHlEvent viewer Microsoft Corporation
(IFcider Microsoft Corporation A

Description
The Certificates snap-in allows you to browse the contents of the
certificate stores for vourself, a service, or a computer.

add | |_ose |
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9. The Add/Remove Snap-In dialog box appears. Note the Certificates (Local Computer)
folder appears. Click OK to exit the Add/Remove Snap-in dialog box.

=

Add/Remove Snap-in

Standalone | Extensions

LIse this page to add or remove a standalone Snap-n from the console.

Snap-ns added to: |a Console Root '

EP Certificates (Local Computer) I

Description

II Ok I[ Cancel ]

10. The Console 1 dialog box appears. Ensure that Certificates (Local Computer) appears in

the left pane.

File  Action Wiew Help

¢ BmEER @

@ Zertificates - Current User Issued To
=-[53 C:'LDOCL.Irt-“IENTS AnD SETTIMGS' Department aof
£5] Certificates EloHs cas
EloHs ca4

Elrederal Commd
EFiscal service
EFiscal service
EFiscal service
Elnasa operatic
| s |

@Application Tip

If you see the Certificates — Current User folder on the left pane, you are
not logged onto the workstation with Windows administrator credentials or
you did not follow the previous three steps correctly. Log out of your
computer, log in as a Windows administrator and complete steps 1 — 9.
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11. Click + to expand the Certificates (Local Computer) folder on the left pane. Click + to
expand the Trusted Root Certification Authorities folder and then click Certificates.

fii Console1

File Action Miew Favorites Window Help

& =]E] 2

‘i Console Root\Certificates (Local Computer)\Trusted Root Certification Autho

Issued To
[E=lcomMoDO Certification Authority
= copyright (<) 1987 Microsaft Cor
ElDeutsche Telekom Root CA 1
[E Deutsche Telekom Root CA 2
Dlg\Cert Assured ID Root CA
[Elpigicert Global Root CA
Dlg\Cert High Assurance EV Root
[EDST (ANX Netwark) CA
[ElosT (NRF) Rootca
#-{_] Other People [EosT (UPs) Rootca
#)-[21] Meafes Trust [EosT Rootca x1
¥ [L1 Certificate Enrolment Requests [EosT Roota x2
#-(23 sPC EostcaEl
-2 _NMSTR Eostcae2
[EDST-Entrust GTI CA
<

Trusted Root Certification Authorities store contains 135 certificates.

=[] Enterprise Trust

#1-(Z3 Intermediate Certification Autharities
#-(Z] Trusted Publishers

#-(Z0 Untrusted Certificates

- [Z3 Third-Party Root Certification Authorities
#1-(Z3 Trusted People

12. Search for the Development US Treasury Root CA certificate in the middle pane and
determine whether it exists in the list of certificates.

B Certificates =

File Action Wiew Help

s BmEBR B @D

[E Certificates - Current User Issued Ta Issued By Expiration Date Intended Purposes Frie... | Status
=+ (0 CADOCUMENTS AHD SETTINGS) [ peyelopment OCIO CA Development U...  8/13(2019 <Al <ho.. R
3 Corticates [Elpevelopment 0CI0 A Development L., 8/13/z019 <Al <Ho.. R
[Epevelopment octo ca Development U... 2002019 <hll= <No... R
[=lpe OCICCh & A

©Application Tip

If the certificate is not listed in the middle pane, you do not need to take
any additional actions. If the certificate is listed in the middle pane, you
will need to uninstall the Development Treasury Root Certificate. Refer to
the Uninstall the Development Treasury Root Certificate (XP) PJA for
more details.
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Uninstall the Development Treasury Root Certificate (XP)

To uninstall the Development Treasury Root Certificate, complete the following steps:

@Application Tip

Having the Development Treasury Root Certificate installed on your
computer is a potential security risk because this certificate will
automatically validate websites and applications that contain
Development Treasury digital signatures, including those that may not be
approved by the Treasury. To ensure the highest level of security on your
workstation, please uninstall the Development Treasury Root Certificate

from your computer.

Printable Job Aid — Uninstall the Development Treasury Root Certificate (XP)

1. Right-click Development US Treasury Root CA in the Console 1 dialog box and

click Delete.

B Certificates F:__J@ EJ

File Action Wiew Help
¢ - AE B B @@

(ED Certificates - Current User Issued To Issued By Expiration Date Intended Purposes | Frie..,  Stahus
= (] CADOCUMENTS AKD SETTINGS' | (S)pevelopment OCIO CA Development ... 8132019 <al> o R
S Certiicates Elpevelapmert 0C10 CA Development ... 8/19/2019 <Al> o... R
Elevelopment 0CI0 CA Developrrent U...  8[20/2019 <al> Mo, R
Ebevelopment OCI0 CA Devebopment U...  623/2020 <Al> o R
= Development US Treasury Root A Test ICAM-Fed...  11/8/2016 R
[El7est 1CaM-Federal Common Policy... Test ICAM-Fed...  9[10/2030 <al> :':;5 | o R
.
FProperties
e |

©Application Tip

The certificate deletion is successful if the certificate disappears from the
list.

2. The following Certificates message appears. Click Yes to confirm deletion.

Certificates

This is a root certificate, Deleting this certificate will invalidate this Ca,
. Are you cerkain you wish ko delete this certificate?

Yes Mo
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3. Click Close (X button) to close the Consolel window.

BB Certificates |Z”E ‘El

File Action  Wiew Help
. ElcR
P Certificates - Current Liser Issued To Issued By Expiration Date Intended Purposes Frie...  Status
=10 C\DOCUMENTS AND SETTINGS] [ElDepartment of Weterans Affairs CA LIS Treasury Ro...  5/28{2022 <l <Mo.. R
3 Certificates EpHs cat US Treasury Ro... 3/13/2018 <l <Ma.. R
EdoHs cas US Treasury Ro...  1/21f2021 <all= <Mo... R
[EdFederal Comman Palicy € US Treasury Ro...  12/19/2016 <all= <Mo... R
EFiscal service US Treasury Ro.,. 1/18/2019 <all= <Mo. R
[EFiscal service US Treasury Ro...  7/19/2019 <all= <Mo.. R
EdFiscal service LS Treasury Ro...  12/5f2020 <all= <Mo... R
[Elnasa operational A US Treasury Ro...  9/20j2016 <l <Mo.. R
Elnaza Operational CA US Treasury Row,.  3/15/2017 <all= <Mo. R
Ednasa Operational CA US Treasury Ro...  1/22f2021 <all= <Mo... R
FEomnrg LS Tepag alipianen Al B I

4. The Microsoft Management Console dialog box will appear. Click No to complete the
uninstallation of the Development Treasury Root Certificate.

r

Microsoft Management Console

L ] "_\ Save console settings to Consaole1?
[

Cancel

&)
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